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OWASP Zed Attack Proxy

● Acts as a proxy for web requests
● Logs everything
● Forges custom requests
● Provides a repeater
● Provides a fuzzer
● Many other features 

https://owasp.org/www-project-zap/

https://owasp.org/www-project-zap/


  

Details on the
selected request

and response

All requests are logged in the history tab

Here we will also have the fuzzier tab

Either configure
a proxy for your browser,

or use the embedded
browser of ZAP



  
Zero configuration approach: use the embedded browser of ZAP



  

Examples

● SQL Injection (SQLi)
● Cross-Site Scripting (XSS)

From the following

deliberately vulnerable website

https://injection.pythonanywhere.com/

https://injection.pythonanywhere.com/


  

Live demo

● Intercept a request
● Inspect arguments
● Repeat a request
● Run the fuzzer
● Exploit (blind) SQLi to dump confidential content
● Reflected and stored XSS



  

Questions
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